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[T]he power of new technologies means that there
are tfewer and fewer technical constraints on what
we can do. That places a special obligation on us
to ask tough gquestions about what we should do.

- from President Obama's 2014 speech on NSA surveillance reforms
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* Open source, clustered, high-performance network
monitoring
» |BL published a paper on using it at 100G in Aug 2015
* Highly configurable
e Has its own scripting language
* Not limited to network data
* Can input logs and analyze them for data and events

* Provides detailed logs of network activity
e Excellent source for network forensics







A single connection:

1497682767.595403 CScEht2CC0z0BQoxut 10.0.0.182 )58919
209.188.93.9580 tephttp 21.684414[..]  4ka Prof. Leading Scholar

.

Becomes 25 file download events, e.g.,:

1497682768.215956  FduJCE3sefmtxzw0j4 209.188.93.95  10.0.0.182 CScERf2CC0z0BQoxul[...] image/pngl...]
1497682775.397196  F90zqt2EFyMrsxpt7  209.188.93.95  10.0.0.182 CScEhf2CC0z0BQoxul]...] text/plain [...]
1497682789.256745  F64uDd10Reu6QHZMHS6  209.188.93.95  10.0.0.182 CScEhf2CC0z0BQoxul|...] text/html [

Which correspond to 25 file http logs, including:

1497682768.004576  CScEhf2CC0z0BQoxu110.0.0.182 58919 209.188.93.95 80 1 GET www.goodtherapy.org /
graph/GoodTherapylLogomobile.ong http://www.goodtherapy.org/blog/residual-effects-of-childhood-abuse/  [...]
1497682775.327824  CScEhf2CC0z0BQoxu110.0.0.182 58919 209.188.93.95 80 4 GET www.goodtherapy.org /
stylesheets/google-font.css http://www.goodtherapy.org/learn-about-therapy/issues/abuse |[...]

1497682789.156101  CScEhf2CC0z0BQoxu110.0.0.182 58919 209.188.93.95 80 25 GET www.goodtherapy.org /
search-redirect.html?search(zipcode]=94710&search[miles]|=25&search[therapist_search]=1 http://www.goodtherapy.org/find-

therapist.ntm


http://www.goodtherapy.org/find-therapist.htm

A single connection:

1497682767.595403 CScEhf2CC0Oz0BQoxu
209.188.93.9580 tephttp  21.684414]...]

10.0.0.182 ) 58919

aka Prof. Leading Scholar
_'

3 k. 4

Becomes 25 tile download events, e.g.;:

" 97682768.215956  FduJCE3sefmtxzw0j4 209.188.93.95  10.0.0.182 CSCEhfZCCOZOBQOXU'I[...] (empty) image
197682775.397196  F90zgt2EFyMrsxpt7/  209.188.93.95  10.0.0.182 CScEhf2CC0zOBQoxull[...] (empty) text/pl
97682789.256745  F64uDd10Reu6QHZMHS  209.188.93.95  10.0.0.182 CScEhf2CC0z0BQoxul[...] (empty) 1

/hich correspond to 25 file http logs, including:

residual-effects-of-childhood-abuse
learn-about-therapy/issues/abuse
search([zipcode]|=94710 find-therapist.htm No{- ouy buSM-QSS
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Another single connection:

1497681139.662163 CG30SK14j4GrGysiba 10.0.0.182 58847
52.202.247.144 44 tcp (ssl) (G4.001182)...] lemghh of time on page
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What can you tell from an SSL connection?

e The DNS query for that IP address from dns.log:
1497681139.613890 CBQLgA3UxzvkVWeUAbL 10.0.0.182 425688.8.8.8 53 udp [.] www.rainn.org [..] L
® The browser downloading the SSL certificate from file.log:
1497681139.866227 FUu7tGGlI5lgQ2r6fg 52.202.247.14410.0.0.182 CG30SK14j4GrGvsjba SSL - [...] application/pkix-cert [...]

. il aEwss. EED

And here is the SSL certificate from ssl.log:

1497681139.771164 CG30SK14j4GrGysjba 10.0.0.182 58847
52.202.247 144 443TLSv12][...] www.rainn.org |...]
CN=*.rainn.org,0O=Rape\\, Abuse\\, and Incest National
Network,L=Washington,ST=District of Columbia,C=US [...]



WHAT'S A
PRIVACY-CONSCIOUS
CAMPUS TO DO?
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e Transparent review and documented approval of online activity
monitoring

e Have a defined process for evaluating privacy impact and
balancing privacy values



POLICY ON
PRIVACY AND ONLINE MONITORING

GOALS

* Enable innovative use of data and

technology in a secure and privacy-
respecting manner.

* Prevent trust-eroding standoffs over

secret surveillance and privacy-invasive
monitoring.

* Create a sustainable framework to

manage privacy risks and articulate

why certain practices are acceptable or
not. : o




POLICY ON
PRIVACY AND ONLINE MONITORING

REQUIREMENTS

1. Provide Meaningful Notice of

monitoring practices

2. Notify governance committees of changes
In monitoring practices

3. If deviating from approved
campus norms:

* Conduct a Privacy Balancing
Analysis

» Campus vetting through
information governance groups




WHAT'S IN IT FOR SECURITY?

* Clear decision about permissibility of a practice -> Innovation

* Requires clear articulation of value ->
oractice tailored to deliver value

* Helps team design practices and processes aligned with non-
security objectives

* Documents approved uses ->
policy-based justification against unapproved uses

* Protects information security team from having to decide
whether or not to meet external demands for data
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PUTTING P | @ ¥ TO WORK:
B RO PRIV ARGY

IBALANCING ANALYSIS
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BRO PRIVACY BALANCING ANALYSIS
UTILITY

Retroactively and with a very high degree of accuracy, detect malicious
sites that were visited prior to the site’s inclusion in any threat intel feeds
Automate the use of accurate threat intel for suspicious sites and urls
Better evaluate the validity of IDS alerts that concern downloaded file
|dentify phishing sites when a snort/surricata alert is generated from
someone insecurely submitting usernames/passwords

Determine if users submitted data to phishing sites

Better investigate the cause of ransomware and other malware attacks
that are frequently the result ot drive-by downloads

|dentify malware downloads using file hashes and threat intel



BRO PRIVACY BALANCING ANALYSIS
ALTERNATIVES

* Netflow Data:
Some of the same value; less adverse privacy impact

e Enhanced IDS Context:

Captures more context around IDS alerts to inform
Investigation

e Advanced Endpoint Protection:
Mitigates risk of malware from site downloads



BRO PRIVACY BALANCING ANALYSIS

SCOPE

e Option A: Berkeley Campus Network
e Option B: Option A minus residence halls & guest network

e Option C: Critical Assets only



BRO PRIVACY BALANCING ANALYSIS
PRIVACY IMPACT

Web browsing data represents the majority of human activity
on the internet. Tracking URLs akin to publishing an
individual's use of library resources. Reveals private thoughts
and evolution of viewpoint in a way that doesn’t leave
sufficient space for academic freedom.




BRO PRIVACY BALANCING ANALYSIS

USE CASE:
 Planned Routine Operational Use -

e Automated process to apply threat intelligence feeds
(listing compromised IP addresses and malicious URLs, ?,
etc..) and identity potentially malicious activity, both as

activity occurs and retrospectively as threat intelligence
feeds are updated

e Based upon the alerts generated by other IDS solutions
that only capture individual packets and do not record
packets without a subsequent alert, it will be possible to
retrieve the web request that immediately precede the

alert. These alerts can be for detected malware as well as
signs of users talling for phishing attacks



BRO PRIVACY BALANCING ANALYSIS

USE CASE:
Non-Routine (but Anticipated) Use

e Anticipated occasional uses which may require add’l

oversight (short ot ECP non-consensual access approval),

e Example scenario: Non-automated investigation of a major
security incident

e Example oversight: Notice to Privacy Oftice, End-of-year
accounting to governance committee



BRO PRIVACY BALANCING ANALYSIS
FESCALATION PROCEDURES

e UC Electronic Communications Policy

- Limitation on circumstances warranting access

- High-level executive approval requirements



BRO PRIVACY BALANCING ANALYSIS
REQUIRED LEGAL DISCLOSURES

e \While proposed use cases involve on
compulsory disclosures may result in

y automated review,

numan review

e Bro data may provide insight into private thoughts and

Ideas that would not be available otherwise

* May be evidence used against UC in litigation



BRO PRIVACY BALANCING ANALYSIS
ADDL BALANCING FACTORS

e Mitigating Internal abuse and Accidental disclosure
e Least Perusal

- Specifty data elements collected
- Least invasive necessary for stated objectives
- Automated over manual perusal
e Least Disclosure (outside of monitoring unit)
- Escalation path: generally data subject first, further

escalation dependent on urgency
* Minimal Retention
e Data Security
e Accountability: Procedures for ensuring compliance,
Reporting/record-keeping, Notice/publication



BRO PRIVACY BALANCING ANALYSIS
PRIVACY EVALUATION / VETTING

e Consider changes to scope/monitoring practice to balance
objectives (e.g., anonymize data/separation of duties)

e Bake in Privacy Controls/Safeguards, e.g.,

- TSA Body Scanners: outline vs body image, viewers
ocate in separate room away from subject

- Health Record-style logging/monitoring of access
e QOutreach / Campus Comment
® Governance Committee Review

® |terate



PARTING THOUGHTS

* Be Transparent: Engage stakeholders and vet monitoring
practices to align with community values

e Balance: Apply a structured, policy-based approach to
consider privacy impact and resolve conflicting priorities

e Enable Innovation: Define process to give structure to
evaluate new forms of monitoring

e Put decisions in the right hands: Protects custodians of
data and data subjects

* Protect Privacy for the Long Haul: In a crisis, privacy
porotections often give way, and over time become eroded.
Policy is required to put a thumb on the scale for privacy.



N
"A society in which people can be monitored at all
times is a society that breeds conformity ana

obedience and submission.” .

- Glenn Greenwald
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https://www.flickr.com/photos/141581512@N04/32782457152/in/photolist-RWSEou-V2boqs-VeoZ1o-4Lf6s1-Giw5S3-j5av1y-8rz1tY-bXGb8w-TL74ww-9Jg8ks-9Jdgtn-9JdfqK-9Jg41m-9Jg1Mo-66hhdZ-fF81HV-a6TZtG-RFsBb3-H5uD6Y-UkwfHo-e9YhC9-9Jgbbd-qpq4Eg-pH3wfu-UUnsrh-RZujbF-nzkyTw-URxis8-URxiuc-5Vj5HK-qWMbwv-UwVMkj-U6Zywr-auyG1a-4tzwGS-4tvtQv-URxikp-9E8NN5-8rz1aA-aYX6WD-9Jg2Rh-4tzwD1-4tzwF9-qDCM2T-nngA4C-7YAoUB-iMNvDe-i1vx1N-6Rr8H2-T9YTHW
http://bro.org
https://www.flickr.com/photos/e_tavares/3499009813/in/photolist-6kckHp-4QVD3Z-beLdMH-4DcnXQ-9co5bk-5sARbG-5swtWz-k1gRJ-k1iLt-7AuuGy-cUHyMS-fgNiWK-iCieRN-4xkFwE-5a3t28-a7E8EJ-9CgVDN-2FShv6-iiV9Sv-GpuN-9veFw3-8Zp9j-g33xY-aTC6PT-7Joa24-cHmnt-oGpdiK-6rNu3M-A4BW-9SMe8i-c5EXQ-pQWzSX-4ra9wX-4Qs8PB-5CVir8-6RvhxT-fjXUrs-9SQ6bs-ckqPxE-7XwjsU-odxiWk-9zp9f-5Nfthc-45dYLn-7KA3vW-523JMs-bzFaVE-698dk4-8ZwHYN-3uVvkK
https://tenor.com/view/gears-mechanical-gif-3579578
https://www.flickr.com/photos/deepblue66/364369665/in/photolist-ycupB-gJnyS4-vY8nJp-S8XbN4-nErjjd-nTrMgN-p1GczR-7qqZGv-6X5ZVr-j4xt8P-eK6Y5w-rjL9ip-pP8ybr-TF41uH-RLqtPB-rmfCpR-oT5bGG-mKd9YH-7CbRGc-dKS9vo-bnRu6m-r6LcFH-npnuHj-d5F4k7-qBUhqx-jmmrf9-Tgf7rz-rQBaWY-RKv9tb-Ta4Dnc-e7JWdG-4tA2L4-kTo3kJ-pQy4hb-hPxHDV-V5wijg-m3adGZ-TZ9mSm-TscJWv-Tfo6rA-qvwFVt-pKBFw8-cjhTYb-ste7f8-pDpNN8-6Ru7Ln-pAejoG-uwGSCZ-q2YZSy-ejeLer
https://www.flickr.com/photos/8412478@N02/6882273107/in/photolist-buas2a-8EdEA6-aa1cxa-3KHYgL-emeW6-5zEDgp-9ThpyN-rDhfEJ-9Ny4kh-roZjUL-dDReiH-aqjtQa-5XY3ev-NNqM4-9qtaYL-oaXUfv-aqjtvV-4VfG7v-DkCSB-pUDwF7-4ZN7ue-hR78v1-72GRq7-5Y3gQC-p2Jq7j-aomoSt-6mMHd8-DkDKZ-fHQx3W-CHUeN-c4yFoS-osfkAN-9qq9bt-5zgxcJ-9CbXub-9qq91K-rFyHKR-bpV2Eh-rp1pzs-osfnW9-oaYMfK-rFyMSP-CY3jpB-rFtvPH-dDWAyf-rBWrue-dW4Q5A-9Lk5RU-5cGiGr-3cdgHd
https://openclipart.org/detail/180079/1863-boneshaker-bike
https://openclipart.org/detail/46909/model-t-1906-car
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