
[Unit] Monitoring Practices Inventory
	Method (implementation status)
	Summary
	Purpose
	Data Examined/Collected; Retention Period
	Recommendation* (source)

	Example:
Standard Web Logs (new)
	Default log file collected about transactions occurring on web servers
	Web application troubleshooting. 

Identifying information security incidents.

	· client IP address
· remote logname of the user
· username 
· date and time of the request
· request from the client
· status code returned to the client
· content-length of the document transferred.
· 1 year retention
	Campus Monitoring Norm
(CISPC, CPO, CISO)

	



[bookmark: _GoBack]
	
	
	
	

	




	
	
	
	

	




	
	
	
	



*CISPC: Campus Information Security and Privacy Committee (advisory to IRGC)
CPO: Campus Privacy Officer
CISO: Chief Information Security Officer
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